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Section 1. Introduction

Thank you for using Futronic Finger Authentication Server software and fingerprint
scanner.

We present you an innovative product based on biometric technology, which is
developed on the basis of the latest developments and advanced technologies in the
field.

Finger Authentication Server (FAS) is the software developed with our fingerprint
recognize algorithm. It works as a server in the TCP/IP network. It can be used to
control the Logical Access with our fingerprint scanner FS80, such as Samba Client to
logon to Samba Server in Linux environment. It can also be used to control Physical
Access with our door lock product (Fin’Lock FS20, FS21M and FS22), which includes
the user access log management. The administrative tools adopt the web base interface,
after installed the web logon client, the administrator can logon to FAS at anytime
from anywhere through Microsoft Internet Explorer (IE).

Futronic FAS include 2 software, Server side software Finger Authentication Server
and Client side software FASWebAdminClient. Server side software is installed in
the server pc, and client side software can be installed in server pc or client pc, which
is used to manage the FAS server through IE.

If you have any question about our product, please call 852-24087705 or email to
inquiry @ futronic-tech.com
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Section 2. Installation

Before installation, ensure your system meets the following requirements:

¢ Processor: Pentium III compatible processor 600MHz or higher required

¢ RAM: minimum192 MB, recommended 512 MB or more

¢ Screen Resolution: 16-bit color quality, 800x600 pixels or more

¢ Operating System: Windows 2000, Windows XP\2003\2008\Vista 32bit and 64bit,
Windows 7 RC 32bit and 64bit.

Finger Authentication Server works with the database of Microsoft SQL Server, it
supports MS SQL Server 2005.

Microsoft SQL Server Express 2005 is including in the installation CD, before
installing FAS, you need to install the SQL Server. Launch the program setup.exe
from the CDROM included in the package of the product. It will detect your OS and
show the items that you need to install, please click the enabled item to install the
related software.

@selup

Welcome to Futronic FAS Installer m

Futronic Finger Authentication Server (FAS)

Futronic FASWebAdminClient

2.1 Install Microsoft NET Framework Version 2.0

Microsoft .NET Framework version 2.0 is required by SQL Server 2005, before
installing the SQL server, you need to install .NET framework. Please follow the
instruction to install it.

2.2 Install Microsoft SQL Server 2005 Express Edition



FAS version 4.0 or above use the SQL server as the background database, before
installing the FAS, you need to install MS SQL server. Please follow the instruction to
install it.

2.3 Server Side Software — Finger Authentication Server

The Server Side Software is installed in the server pc only.

Please follow instructions of the installation wizard.

i Finger Authentication Server

Welcome to the Finger Authentication Server
Setup Wizard

The installer will quide you through the steps required to install Finger Authentication Server an your
computer.

WARMING: Thiz computer program is protected by copyright law and intermational treaties.
IInauthiorized duplication or distribution of thiz program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximun extent possible under the law.

Cancel

Click Next button to start the setup procedure.

Select a folder where you want to install the program or just use the default folder.
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i Finger Authentication Server

Select Installation Folder

The installer will inzstall Finger Authentication Server ta the following falder.

Toinstall in this folder, click "Mest”. To ingtall to a different folder, enter it below or click "Browse",

Folder:
C\Program FiledFutrondcFinger Authentication Server’ Browse... ]

B ]

Cancel < Back

Press “Next>" and the program will be installed on your computer.

i Finger Authentication Server

Confirm Installation

The installer iz ready to install Finger Authentication Server on your computber.

Click "Mext" to start the installation.

Cancel ¢ Back
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Installation completed.

= |

i Finger Authentication Server |Z||:,|E|

Installation Complete

Finger Awuthentication Server haz been successfully installed.

Click "Close' to exit.

Click Close to exit.
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2.4 Client Side Software - FASWebAdminClient

Client Side Software is installed in the pc, which is used to manage the FAS server
through IE.

Please follow instructions of the installation wizard.

i FASWebAdminClient

Welcome to the FASWebAdminClient Setup
Wizard

The inztaller will guide you through the steps required to install FASwebddminClient on pour
computer.

WARMIMG: Thiz cormputer program iz protected by copyright law and international breaties.
Idnautharized duplication or distribution af thiz program, or any portion af it, may result in severe civil
or criminal penalties, and will be progecuted to the maximum extent pozzible under the law,

Cancel

Click Next button to start the setup procedure.



Select a folder where you want to install the program or just use the default folder.

i@ FASWebAdminClient

Select Installation Folder

The ingtaller will inztall FASwWebddminClient to the following folder.

To inztall in thiz folder, click “Mest". Toinstall to a different folder, enter it below or click "Browse"'.

Folder:
AP graom Files\Futronic\F AR Webd dminClients Browse... |

Dizk Cost... |

Cancel ¢ Back

Press “Next>" and the program will be installed in your computer.

i@ FASWebAdminClient

Confirm Installation

The installer iz ready to inztall FASWebddminClient on your computer.

Click, "Mest" to start the installation,

Cancel ¢ Back
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Installation completed.

i@ FASWebAdminClient

Installation Complete

FaSvwebddminClient has been succeszsfully installed.

Click "Cloze" to exit.

In the popup window, input the address of FAS Server, it can be IP address or machine
name of server. The default port number is 4900. Then click “OK” button.

. FAS Client Configure Utility

Enter the FAS server setting.

m) Address: |I|:u:a|h|:|st

Paort: 4900

Ik Cancel |
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Section 3. Un-installation

To remove the Server Side Software Finger Authentication Server, select the option
Add/Remove Programs in the Windows control panel. Find Finger Authentication
Server and press the “Change/Remove” button.

To remove the Client Side Software FASWebAdminClient, select the option
Add/Remove Programs in the Windows control panel. Find FASWebAdminClient
and press the “Change/Remove” button.



Section 4. Getting Started

4.1 Administration

After installed the FASWebAdminClient software in the client PC, you can logon to
the FAS from client PC through Microsoft Internet Explorer (IE).

Open IE, in the address field of IE, please input http://FASSERVER:4800,
(FASSERVER is the machine name or IP address of the PC which installed FAS).

Login

User 10

Password:

|  Logon with Password |

Fingerprint

| Logon with Fingerprint |
(Only support Micrasof E5.0 or higher)

Language Selection

0 - English v
1 - R

2 - Espal®l

3 - H¥E

4 - ltaliano

Now you can logon to FAS with password or fingerprint. The default administrator’s
user id is “0”, password is “welcome”. The first time you can just logon with password.

You can select the display language in the web pages. By default, there are 2 build-in
languages, English and Simplified Chinese.

There are 6 sections in the web administration page, include: “Users & Groups”,
“Access Record”, “Settings”, “Fin’Lock Control”, “Password Filler”, “Logout”.



4.2 Users & Groups

Users: Each user in the FAS has the following attributes:
User ID: The unique ID for each user, can be up to 12 decimal digits (0-9)
Username: The real name of user
Password: The password for login to web page.
Group ID: Specify the group of a user belongs to. Value: 0-99.
User Type:

®  VIP: user just put finger to do 1-N matching;

®  Ordinary: user need to input the UID to do 1-1 matching;

® CoU: Card Only User, just need the Mifare Card;

® CoU+Pwd: Card Only User that need to type the password;

® PoU: PIN Only User, need to input the user ID and the PIN.
Security Level: There are 4 security levels per-user, 1(lowest), 2, 3, 4(highest)
Status: Active or Suspend.
Fingerprint template: There are up to 3 fingers for each user.
Administrator: Yes or No. The administrator has the right to logon to FAS,
enter all the admin pages, normal user just have the right to enter the page to
view the access record.

NS

Lo

Groups: Group is the collection of users with the same property, such as same
department, same shift duty... Each user must belong to 1 group. Group is used to the
section “In/Out Record” and “Permission”.

Web Administration Futronic
For Finger Authestication Server Worskom 4.5

0 Srow Ak W Limd i o pule [ G I L I Flh& |
B Fleanas chck B Ussr Hame o s Page 19 122456789
Cowera || vUserMames 0 G0 v UsecTypes v G Levels (s Sahed| G G2 RO Admnd
1 eaut L} Cau At )
2 o p ] = th ] Aoy ]
4 poud ] Pedd A s P
] ™ (] L 3 Acvew RF4 Mo
# i) ¥ Ordnany a =0 RFE Fe
12 LF] 1 L 1 emw R4 L]
15 1n 1 Poll r Achoy = Fa
18 -} i Wil i At LF4 2+

Totad ramier of yiarg 119

Flease chok fur Dulion 11 dedeie e wser b groug

== [ e

Plauss click Fu BUBSA 1 il ALL T olers

I DCopbebt &8 L5413

4.2.1 View User

All the users are listed here. To edit each user, just click the username.
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When you change any attribute, press the “Apply” button, and the attribute will be
updated.

Each user can be added up to 3 fingers, in this page, you can “Reset Password”, “Add
Finger”, “Verify Finger”, “Delete Finger” and ‘“Delete User”.

If you have the FS25 device, you can also “Save ID to Card” and “Save Template to
Card”, it is the same as the function of FS21M, please refer to the user’s guide of
FS21M for details.
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4.2.2 Add User

Visw User [ Add User Groups Mifare Card Uity
Akl User
Add User
Uger 1L
Wser Hame:
Paswergrd;

Finger] AF2 %
Finger Sampled| & %
Adeine (5 Mg Yos
Group | J-Oemed
Uger Typs:| v w
Security Lewel | 3 %

Flease nefer tothe pishure 10 Select the Tinger you want 1 e

1.3 N
LFA(L; FIi 3

T L] -
L]

{F nas - I1C for A="Lack b

Add user to the FAS database.

User ID: the user id to assign to the user.

User Name: the real name of the user.

Password: the password for this user to login the FAS.

Finger: select the finger to be enrolled.

Finger Samples: you may select 1-5 fingerprint samples to be stored in the fingerprint

template, 5 is the default value.

Admin: the user is an administrator or not.

Group: the user belongs to the group.

User Type:

VIP: user needs not to input the user ID, just put the finger to do the 1-n matching.

Ordinary: user needs to input the user ID and put the finger to do the 1-1 matching.

PoU: Pin Only User. User need to input the user ID and password for verification.

CoU: Card Only User. User just need the Mifare Card for verification, to add this

user type, you need the FS25 device.

® (SN User: Card Serial Number user, user ID is the CSN, to add a CSN user, you
need not to input the user ID, and it is detected by the FS25 device.

Security Level: it is used for VIP/Ordinary user.
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4.2.3 Groups

Group
Group List
: Group 10 Group Hama

[} Defauitd Ratame Dailete

A Group
o GowpMeme
] I
Group_Lkser List
Growp 1 User 1D : Usir Hama

[} 1 eaul

(1} g coul_p

0 2 coud f

0 i poud

o 8 T8

All the groups and group users are listed here.

To add group, just input the Group ID and Group name, then press the “Add” button.
To delete a group, just click the related hyperlink “Delete”.

To rename a group, just click the related hyperlink “ReName”.

4.2.4 Mifare Card Utility

Mifare Card Uﬂm WebAdminClient - Fatronic v2.1
Comdl Achmins
Usiieg Wris uildity, Te folloaing tasks can be fullllad Mot Exd PN, [
# Infialce readar Esep MC FIM in i computer 2
= Formal card
+ Erase cand Iriisize Freadis |
= Make new masher cand
= Capymagler card Fommat Cad | Ersas Card I
= Changs master cand PIN
Sh |
- o Chid Sesial numbes T e |
Flease chck T8 bUon b 1034 e Mifare cand LI window. Cogs st card [
Chrge st codtt_ |
About FS25 |
2
Cancesl

NOTE: This utility just work with the FS25 device ONLY.
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Using this Mifare Card Utility, you can work with the FS25 device to do the following:

Initialize reader

Format card

Erase card

Make new master card
Copy master card
Change master card PIN
Show card serial number

Please refer to the user’s guide of FS21M for details.
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4.3 Access Record

There are 4 types of user access log.

® Raw Access Log (RAL)
® Time Attendance Log (TAL).
® Denial Access Log (DAL)
® Alarm Log
— ViewRAlog |
RAW Access Log
[mhowar vl Fom 1w s {2007 w|To (2 w|May 2007 ) Listn seense pege | [ Gal
Fittesz = UserD O Mame i} M ¥ ] "] ¥
| EexpomtoTest || EsporitoEsel | [ Defete Current Resord | Page: 11
Coebma [ eR0a [ rUseriy 0 aleeHeees | eDetes | T | iFiileckiDe
g 5 1435 Lis 26tApard 007 L TRNS 1
o 5 1525 Lz JEiRpe 2007 17070 1
o COTT L6 WtAp200T 176848 1
1 Sl 12 60007 170740 1
1 e 1z JGtAp200T 17.07.46 1
1 S 17 6iAparIN0T 173753 1
1 T T iz TGApR00T 1788 1

Filter User ID or Name is used when the User ID or User Name is changed, but you want to show the
old records for the User ID or Name before changing.
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RAW Access Log (RAL)

RAL records all the access time of every valid user. Even more, it records the Finger
ID of the user and the Fin’Lock ID.

The RAL can be sorted by Group or User, and filtered by date, user id or name.

The RAL can be sorted by Date Time

The RAL can be exported to Text file and download to the client computer.

The RAL can be exported to Excel file and download to the client computer.

To delete the RAL records that you see in the page, just click the “Delete

Current Record”.

e To delete all the RAL records, just click the “Delete All RAW Access Log “,
all the RAL records will be erased.

e To download the RAL records, click “Download Record”, choose the file that

you have exported, view it or download it.

Time Attendance Log (TAL)

TAL is generated from the RAL base on the TAL mode. There are 4 TAL modes for
determining the In-time or Out-time.
1. First and Last in 24 hours: in a period of 24 hours, from 00:00 to 24:00, the first
access time will be In-time, the last access time will be Out-time.
2. First in 24 hours: in a period of 24 hours, from 00:00 to 24:00, the first access
time will be In-time, and the following access time will be discarded.
3. In/Out by sessions: Up to 12 sessions of each group can be defined to be “in”,
“out” or “don’t care”. The sessions are defined with the group ID.
4. In/Out by event: Up to 14 event IDs.

e RAILD e R Lo iy A L Eigpriibad Fecsed
Time Attendance Log
S S = Figim 1 % Ape = | 2007 w |Té (2 » May | 2007 % | Listin separshe page v ol
Filteaz & User 10 O pame &) M N o ] ¥
[ EponhEast | Page 101
(i} 1525 L5 22007 10074 T 175548

1 12 17 2GR 2N07 170740 1Tz
12 12 AT iAger2007 10143 104903

1 123 132 2B 007 181738

1 123 173 2T iApI2007 10123 104855

1 1634 R 24thpera00? 143748 1452:33

1 1535 EE 2GR 2007 12351 174818

Todal reamber of mcords: ©

The TAL can be sorted by Group or User, and filtered by date, user id or name.
The TAL can be sorted by Date Time

The TAL can be exported to Text file and download to the client computer.
The TAL can be exported to Excel file and download to the client computer.
To download the TAL records, click “Download Record”, choose the file that
you have exported, view it or download it.
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Denial Access Log (DAL)

DAL records all the access time of invalid user, includes Suspend User and Denial
User.

T vemhr [ veibs  BETCIUTEE[ VenAsmin | DonedRE

Denial Access Log

FB‘WA_I- 1*' Fistni | ';_*;hﬁpr 1*|le1:" Lol 'li 2 = May W |2DOP 'l* |Lmhnopu'dzpnpe - ool
Fillen: G Uiger (D O Marrs = W ¥ o L] W
[ EotioTest || ExoottioEeel | [ Dalsle Cumen Record | Page 111
———————-
o B 1507 1507 THRRIINT 143753 1 Suzpand
o H 1807 1807 S4inpIony 14:38-30 1 Euspend
0 7 1507 1507 FAADTIC0T 1452146 = Fusperd
o 7 507 1507 TERII00T 153545 1 Bukpand
0 B 1508 Las_RE TARPIIOIT 14380 1 Cany
o ] 1508 Lae_RE TARRIIO0T 14:383 1 Dany

Tkl number ol mconds: &

To delete ALL the Denial Azcess Log Rocords, please cick the link
Dedeae Al Devial Aocess Lag

Alarm Log

Alarm log records the alarm event of the Fin’Lock.

[ wviewmmLeg [ VewTaleg | VewDAlsy | EETTTTTTTEEN | Ciwiced Resdtd

Alarm Log
e < mom [t | [ap % [0 FTe (2 [y ¥ [207 ][t o sersto peg % G0
Fiar: & Uzer 10 O Hars o L ¥ 1] M kG
| EwpotoTest || ExpominEscol || Deielp Currert Recom | Eage; 11
EEY 2AADIEONT 145817 e
I 2Ahpn0T 185306 X

Tiotst number oTreconds: 2

Tio czlada ALL the Alarm Log Recands, plesza olicdthe ling
Doebede A Alrm Loy
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Download Record

All the access record which has been exported to text file or excel file can be
downloaded to the client pc. It can also be deleted from the FAS.

[ MewTaleg | MewDAlog Download Record

Download Record

Fleaze ight cick the icon in Tie Sive Bled o sedecl Save Targel s, dosrlosd $ha fle 1o your [ocal oomposrn
Click®ie izarin the Deleta feld o detete the sstetlad ik,

Taxt Fike
Fila Hame  EBave Delate

RML_6_ e 2006_16_00_13.d 0ox
Alarn_&_Dec_J006_16_27 Tk X
TAL_&_Dec_2006_16 3% 3a.td WX
DAL Do 2006 18_47_3dtd RS 4
TAL_B_Dhec_2008_15_&7_37.td i . ¢

Excel File

T
DAL_7_Dae_2006_10_10.12308

RAL_5_Der_2006_16_25 508

Alarm_5_Dac_J006_15_27_34 s

THL 5 e 2006_16.38 2838

T |
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4.4 Settings

Basic setting of FAS.

S St

Security Smlg 2

Im Cut Record Options Fin'Leck Definitian Permission Part Number

Qlehal Saturicy Level: Trere ane 4 levels. Level 4 is T e most secura (ow FAR and high FRA], and Level 1 i he keast secure (high FAR and low FRR). Detoul 5 Level 3
Pleage sdectthe kwel 3 ¢ | Apply |

Adminisiratar authentication apticn

@ Either Fingr or Password
Firger Only

[ Anpte |

Ehange pa:

P pa

ssward

mmvord:

Corfinn password:

[ Appty

Allaw neeess by Femets FAS?

L] L

Apphy

Allaw i Lber 1o Fin'Lock regandless of the Permission setting?

& by

Appy

fes

Disable Delete Users?

# o

[ 4ty |

ez

Chesk Duplicate of User Nase 7

o

Apphy

& Yo

4.4.1 Security Setting

1.

2.

Global Security Level: there are 4 security levels, 1(lowest), 2, 3, 4(highest). To
change the level, just select the level and press the button “Apply”.
Administrator Authentication Option: there are 2 options, “Finger Only” is the
highest security.

Change administrator password: To change the administrator password, just
input the new password twice, then press “Apply”.

Allow access by remote FAS: If “Yes”, the FAS can be accessed by other
remote FAS, and works as a Fin’Lock. For security, do NOT set it to “Yes”
unless you know what you are doing.

Allow send user to Fin’Lock regardless of the Permission setting: When
sending user to the Fin’Lock from the menu “FinLock Control->Send User”,
the Permission setting will be checked. To disable the checking, you can
choose the option “Yes”.

Disable Delete Users: If “Yes”, the links in the “Users and Groups” to delete
user will be hidden. The default is “No”.

Check Duplicate of User Name: If “No”, the user name can be duplicated. The
default is “Yes”.
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4.4.2 In Out Record Options

There are 5 options:

First and Last in 24 hours
First in 24 hours

In/Out By Sessions
In/Out By Event

Do not record

NALD =

To change the option, just select the option and press “Apply”.
The TAL is generated from RAL according to this option.

For option 3, it is necessary to define the In/Out Sessions. Select Group ID, then input
the time periods of IN and OUT session, from start to stop, press “Add”. The TAL is
generated from RAL according to the predefined sessions.

[ Security Setting ion || Permission || Port Number
In Qut Record Options
| Phease select the intul Record Opticns
CFirst and Lastin 24 hours
¥ Firstin 24 hours
| (= Gt By Sessions
I 0 InfCunt By Evenit
2 Do not record
(oo ]
0L Fecaid sessions definilion
Groupil i#l Start_Time iH Stop_Time AT S1ar1_Time OUIT Stop,_Time
0 #00 B30 1300 1330 Edt  Deleta
1] 14:00 14:30 1800 1500 Edt Deleln
Flease defing the Session
| WSt Time | WSop Time  OUTStar Time || OUTStp Tme
D - Deleul) >

For option 4, the raw access log (RAL) is recorded according to the Event Settings in
the Fin’Lock, The event ID will be kept in the field InOutOption of table [RALog].
The event setting can be set in FAS and then send to Fin’Lock, or set in the Fin’Lock
and then get from the Fin’Lock to FAS.

If you set it to option 5, the raw access log (RAL) will NOT be recorded to the FAS.
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4.4.3 Fin’Lock Definition

Every Fin’Lock must have one unique ID. To add the definition, please input the
Fin’Lock ID, Fin’Lock IP and Description, then press the button “Add” to define the
Fin’Lock.

IMPORTANT: Once you added a Fin'Lock, please turn on the 'Allow init' in Fin'Lock menu and
then click the related hyperlink 'Initialize’ to set up the connection between Fin'Lock and FAS.
It just need to do only ONCE.

[ Sesiiity Seting 1 [In Out Recard Optians | IEIETITIITEL & Pemnission 1 PodMimber

Fin'Lock Definition

IMPCRTANT; Cnceyou add a FinLock, nlease hirn on the Allew ini in FinLook menu and than click te milaled hypadink Wmilalize” b 521 up the
connackon betawen FinLock and FAS & just nassd bo do anky ML E

Lol FivLack Detinitisn

L e e et | Sy |
i 1821620410 Lea itialtzn Edil Dilele
z EFRTTRRR Alam_1 FiliEIiz il Talel

Fleaze define the Locsl FinLotk

i.____......... — .. —— -
Fenote FAS Dedinition
Fi'Leck_ID Fi'Lock I DRt
3 182168041 BV Iritialize Edil Delele
Flzase define Ihe Remote FAS
Fit'Lo<k_ID FinLock_IP Description
i [

You can install more than one FAS, and define remote FAS to communicate between
them in the page “FinLock Control”. For example:

In FAS-1: a. Define the remote FAS-2
b. Set “Allow access by Remote FAS” in the “Security Setting” to “Yes”.
In FAS-2: a. Define the remote FAS-1
b. Set “Allow access by Remote FAS” in the “Security Setting” to “Yes”.
c. Click “Initialize” to initialize the both FAS.

4.4.4 Permission
By default, all groups and users are allowed to access all Fin'Lock at all time.

To prevent the user to access from one Fin’Lock at some time, just add the user to the
denial setting.

To prevent the group users to access from one Fin’Lock at some time, just add the
Group ID to the denial setting.
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Permission

By Defauhi, &0 groups and users sre Mbowed 10 access & FinLock @t all ime

FinLock derial seiting by Groap

Growp W FinLeck ID From_Time To_Time Acoass
0 1 00:00 39 Allow Deny Edit Dilcta
FinlLock denial satting by Usar
Ui 1D FinLock 1D From_Time Tu_Time Aronss
1506 1 ‘Wed 1500 Man 2358 Dery Allmw Edil Defiedn
Pleges gel FinLock aceess derual selling by Gromp, wilh Date + Time
 Growp®  Fin'llock®  From DateTime ~ TeDateTme
[0~ Dateun =] [1=] [- =[- =l dooan |- =l|- =] qazca su]
Pleass get FinLock aceess derual selling by Grodp, wilh Weakiday + Time
~ TaWeekdayTime
iI] - Dtk *l I1 rl Sun 'r| JIIII:K] lSm 'E EHH et
Plesss get FinLock acoess deresl selting by Lsar, with Date « Time
Lser 0D Fim'Lock 1D From Date Time Ta Date Time
[110z =] [1=] [- =ll- = doooo - =l]- =lfeazs sm]
Plaasa set FinLock access dendsd setting by User, with Weekday + Time
Ll 1D Fin'Lock ID Frum Weekday Time Ta Weekday Time
Tz =l =l Sun =1 0000 I =llza5s Set |

You can define the permission by Date/Time or Weekday/Time.

Notes for Date/Time definitions:
e [f the From_Date and To_Date are empty, it means every day.
e If the From_Date is empty, it means from anytime to “To Date/Time”.
e [f the To_Date is empty, it means from “From Date/Time” to forever.

After the permission is added, you can delete, edit or disable it by click the related
hyperlink.

4.4.5 Port Number

By default, the FAS is listening to the port number 4900. Fin’Lock is listening to the
port number 5001.

To change the port number, input the new port number (1-65536), and press the button
C‘Apply”.

If the FAS port number is changed, it is necessary to restart the FAS, just click the
hyperlink “ReStart FAS Service” to restart the FAS.

If you change the setting, please change the setting in the Fin’Lock accordingly.
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| SecuntySefting | inOuRecordOptions || FilockDefntion || Pemssion | [SLETTTTT TN
Part Humber

DFanl! Port Hurnder

FaSSarad Ponliumber. | S500
FiniLgeE Pos Mpmbar: | 5001

=0

Enabie Independent Port Fsmber for FAS and Firkock?
@ Oves

Cee]

o reswiar] the FAS Sendcn, pheass oBok thi Bnk below:

ReStart FAS Serion

The option “Enable independent port number for FAS and Fin’Lock” is a new option
added in FAS v5.5, by default it is set to “No”, if it is set to “Yes”, the page of
“Fin’Lock Definition” will be changed as below:

[ Secunty Seting| | [0 O Record Opsions | I T ol | Pemssin. | [ Pathamber |
Fin'Lock Definition
IMPCR T ANT: Ords Tom 338 5 FrvL g, pbh i Lt o I SEow il i P Lok miny S0 Thin SIEE Pl DHhs Bypdink Tamalins’ 15 18 op Te
DOrmb CRON Dedwoen FiniLodic and FAS B just nas0 30 9o ondy DHCE
ILisal Fan Lok
2 GL--R1 TRET * i Elo e ] Gt
Phsaae dalina P Lol Finlock
| B I 5] 4p0 |l.d-:l|
Thard ii oot Moty Faf Sullens
WH!WHMM_HS y
I | T

This option is useful for FAS and Fin’Lock to work on the Internet environment, you
can set a fixed real IP for FAS and a fixed real IP for Fin’Lock, the FAS and Fin’Lock
can be the virtual IP of the LAN behind a router, and the function of “Port Forwarding”
in the router is added according to the port number. Using this option, you can set
multiple Fin’Locks in one LAN with the only one same real IP.

NOTE: If your Windows OS installed the third party firewall software, please allow
the TCP Port 4900 and 4800, or the FAS could not work properly.
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4.5 Fin’Lock Control

This section includes the commands to control the Fin’Lock and Remote FAS through
TCP/IP network, the Remote FAS can be controlled just as Fin’Lock device.

4.5.1 Send User
Send the users of FAS to Fin’Lock or remote FAS. All the attributes of this user will

be sent to selected Fin’Lock, except for the attribute “Username” and “Admin”. All the
attributes will be sent to remote FAS.

Get User User's Log Cithers Capiure Image F530
Send Uszer to Fin'Lock
Fieage selecl e Finlock D |1« 192060000 Roizaze) ~

v Al W List n smperats page I_ Ga | zar I _Flll]

| Plazza click tha Lisar 1D 10 sand it alacisd Finlock Fage: 150 123456783 M
CoalseDa | ¢ UserMamed | 4 GON | ¢ UserTyped [ ¢ S levels |4 Stmozal el | Fa2 P30 (e Adming
in 1m n WIF 3 Attivm LF2 - - Mo
12 12 1 iR 1 ALlie RF1 = = Mo
L] 15 a WP 3 Actim LF3 : 3 Mo
2] g 1 Col) - Akl - - (2]
123 123 1 wIE 1 Actie HFi . . Mo
130 136 1 Cal) - Aclive - - - Mo
i 1103 I} Ordiniany 3 Aclive LF2 - - (2]
LAl 1104 1 WP 3 Acthm LF1 - - Mo
1108 1105 1] WP 3 Atlive LF1 = = Fo
1106 1108 a WIE El Actie RHFZ . . Mo
107 o7 1] WIF 3 Atlive RF3 - - (E]1]

Tolal numser of users: B66

Fend wie Group Userg 1o selecled Finlotk

0. Omipd Send Groug Usérs |

Fend Al the Lgers 1o s2izied FirrLock

| Send Al Users

All the users of FAS are listed here. There are 3 ways to send user to Fin’Lock,

1. Send individual user to Fin’Lock, click the “User ID” to do it.

2. Send group users to Fin’Lock, please select the Group, then press the button
“Send Group User”, all the users belong to this group will be sent to the
selected Fin’Lock.

3. Send all the users to Fin’Lock, just press the button “Send All Users”.

NOTE: If the User ID existed in the Fin’Lock, all the user data will be erased and
replaced with the new one.

4.5.2 Get User

To get the users from Fin’Lock to FAS, please select the Fin’Lock from the top of this
page, then press the button “Get User’s List”, all the users of this Fin’Lock will be
listed here. There are 3 ways to get the user from Fin’Lock to FAS.

1. Get individual user from Fin’Lock, click the “User ID” to do it.
Get group users from Fin’Lock, please select the group, then press the button
“Get User By Group”, all the users belong to this group will be got from
Fin’Lock.
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3. Get all the users from Fin’Lock, just press the button “Get All Users”.

WU Userslog | Oers | Copaemage | FS®

Get User From Fin'Lock

Fisasa salact tha FinLack 01 - 1921630110 (Doce_1} LA

Plaaze click Tha bulon bo g2 the User's List fom selected Finlock

Plaass elick the User 10 b get it frem Fin'Lack, Click Delete 1o delste it from FinLock

Page: 18 12345
- 7R 1 R SR S
. T - N T - I I T =
|| N 1T R N I— e — ) R S
0 U Dl (R AR [ (et (R T T
i el R e e LR e
7 N 1T - N« - I ST
. - 1T R [ - S R S
L [ et [ R [T [ A [CRRE e
o ) O = [ I (e [ [ e
i i O e | S A fes O (R P = =
T il [ MR [ e [ (S e e
Tuotal nurmber of users: 93

i

al Ihe Group Users from selected Firlock

i

w| [ GelUserby Goup |

Ee All Useis

Gel All the Users from selected FinLock

ERASE &l the Usess fom selecied Finlock

Eraze Al Users

To delete the

user in selected Fin’Lock, just click the related “Delete”, and the user

will be erased from the Fin’Lock.

To delete all the users in Fin’Lock, just press the button “Erase All the Users”. All the
user data will be erased from the selected Fin’Lock.

NOTE: If the User ID existed in the FAS, all of the user data will be erased and
replaced with the new one got from Fin’Lock.

4.5.3 User’s Log

Fin’Lock can run on 2 operation modes, Network or Local. If Fin’Lock runs on Local
Mode or if the network connection is broken, the user access log will be kept in the

Fin’Lock.
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| SendUser | GetUser |[ITTTICTENN Chers || Capureimage || FS30

Liser's Lag

Frease select the FinLock 10| 1 - 192.168.00110 (Dnar_1} -

Wiew e wser's access log mom selected FinLock

Wiew Lizars Log

Gl 1k usar's aocess log o selectad FinLock
T Erase uger’s log fom FinlLock @ Keep Usars Log in FinLock

Gel User's Log
Erase user's access log fom selected Finlock
[ Erage All Lhe User's Loy ]

(Status of user's loyg - Total records: 64 Free S rnew recond. 1029536

Poge 12 12
- T T . | I 1. S
o o 1519 T o008 123338
0o o 1518 T o005 123328
1} 0 1518 T me 08 133330
o o 1518 T ma 2006 12:53:52

To check the user’s log in Fin’Lock, just select the Fin’Lock and press the button
“View User’s Log”, the user’s log number and free for new log number will be listed
below.

To download the user’s log from Fin’Lock to FAS, select the Fin’Lock and press the
button “Get User’s Log”, all the user’s log will be downloaded from Fin’Lock to FAS
and add to the database of FAS. There are 2 options during this operation, “Erase
user’s log from Fin’Lock™ and “Keep user’s log in Fin’Lock™, if you select “Erase
user’s log from Fin’Lock”, after the log is downloaded, the log will be erased from
Fin’Lock.

To erase all the user’s log in Fin’Lock, select the Fin’Lock at the top of this page and
press the button “Erase All the User’s Log”.

4.5.4 Others

Other useful commands.

[ Sendiser || GetUser || ‘Usersiog |[TTTONNNN| Capwreimage ([ FS30 |
Others

Plaase click Ta related kigadink for individual Finlock

m-_-m_—naﬂ——

1 1921620410 Gl Infarmation  Sel Sscuriy Leve| Synehronks Tine | Cpen Door- §
2 192 16E0.252 Johnzt 2 Informssaon Sel Sauny Level Smehronze Tene | Cgen Coor-2
3 193168032 2830 Gatinformation | EetSecurny Level gymehrense Tema | Coan Dopr-3
[ 192168030 &l Gelinformation  Sel Sscuriy Level Synchroees Time  Ogen Daoor-4
10 1001680254 Widden o fag detInfarmanon | SelSatuy Level | | Enchioeios Tine

Flease =21 the schadule 1o gynchonizs ime betsean FAS and FinLock (for a8 FinLocks)

B2 o

Get Information: The information include BF Firmware version, AVR Firmware
version, Hardware version, Number of free pages, Global security level.
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Set Security Level: There are 4 security levels in Fin’Lock, to set the global security
level, select the level and press the button “Set Security Level”.

Synchronize Time: Set the time of the Fin’Lock the same as FAS.

Open Door #x: Open the door relay control of Fin’Lock #x.

Set the schedule to synchronize time between FAS and Fin'Lock.(for all Fin'Locks):
This option let you to set the schedule to synchronize time between FAS and Fin’Lock

automatically. It has the following options: Every 0 — Disabled, 1, 2, ..., 24 Hour.

NOTE: The schedule to synchronize time does NOT synchronize the time of other
FAS.

4.5.5 Capture Image

To detect the quality of fingerprint image in Fin’Lock, you can send the fingerprint
image from Fin’Lock to FAS, then view it or download it from FAS to the client
computer. This function is useful for troubleshooting.

|| senduser Get User User's Log Oithers ™ Capture Image FS30
] Plaase nghl click the icon in the Save filed to select Save Target Az, ', download the file 1o your local computar,
Click the icon in the Delele Teld 1o detele the selecied file
i File Mamre Save Delete
| iszies 0.28 73 bmp % X
| 192188.0.28 260 benp % X
| 1821BEO0ZE 1bme % X
'i 192.168.0.28_20. bmp % X
|
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4.5.6 FS30

This page is added in FAS v5.5, it is used to get/set the “Door Open Period” and
“Alarm Off Period” settings from/to Fin’Lock, and turn off the FS30 alarm manually.

e Get FS30 Setting: Get the “Door open period” and “Alarm off period” settings

in Fin’Lock.

o Turn Off Alarm: Turn off the alarm of FS30

Apply Changes: If you change the setting, press this button to make the
change to Fin’Lock.

o Reset Period Settings: Reset all the settings in Fin’Lock to 0.

Please refer to the Fin’Lock user’s guide for details.

F530 Settings
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4.6 Password Filler

Only Samba Logon is supported at this moment.
To use this function, you need to install another software “FinLogon FAS Client”.

Install the software in the client computer, associated with FAS, you can use the
registered users and fingers in FAS to logon your Samba server.

4.6.1 Profile

D TR AddFee  AplcaeSemg
Profiles

Oy Samies Logon iz supporbed of this monend Flesse conlact desier or Fufronic for detsll of this funciion. Tel ;. +8552. 240007 T8

Plegss click the Usss Mams to et the peofile.

This page shows the registered Samba user in FAS. Please click the user name to edit
the profile.

T AddPrefle Application Setfing.
Edit Profile - 1506

In this page, you can change the Samba logon name, logon password, status, even
delete it.

4.6.2 Add Profile

T Puomes ad Profis T Applcsonseing

Add Frofile

User 10 |1102 =]

A 10 [0 =]
A."I.h:arnml—
App Passwnrd |

Enable = Yoz T o




In this page, you can add a new profile, please select the User ID in FAS according to
the Samba user, input the username and password, click the button to add the profile.

4.6.3 Application Setting

[ — D— T — Y
Application Setting

App D App Descriptlon
a Diefauit Rekame

Please define 1he Appbcation

o MepDeseiptes
N | _ad |

NOTE: Only Samba Logon is supported at this moment, please ignore this page.
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Section 5. FAS Backup Utility

After installed the FAS, the FAS Backup Utility will be installed to the FAS Server.
The shortcut is located in the menu Start->Programs->Futronic->FAS Backup Utility.
It provided a way for the administrator to backup the data of table [User], [RALog],
[Session] and [FacDefinition] in the database of FAS.

I Futronic FAS Backup Utility

Thiz utility pravided you a way to Export & [mpaort the table [Uzer], [Session]
or [RéLog] in the database of Finger Authentication Server [FAS],

Export [mport

B

5.1 Export

To export the data of Users or Sessions to a file, please press the button “Export”. With
the help of the export wizard, it is an easy job.

FAS Export Wizard ' x|

g Welcome to FAS Export Wizard

Thiz wizard will guide vou through the steps of Exparting FAS
Idzer or Sezsion to a file.

Click Mest to continue.

% Back I Mewt » I Cancel
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Click the “Next” button to begin.

FAS Export Wizard

ZSelect Table
Selete the table in the FAS databaze

Pleaze select the TABLE won want to export.

(" Bession  RbLog (" Finl-ock Definition + Kew

5@ | [F2w-] M

Select the table you want to export and then click “Next” button.

FAS Export Wizard x|

Select Type
Selete the type of user

Pleaze zelect the type pou want to export.

* By llzer " By Group

¢ Back I Mewxt » I Cancel |

The User data can be exported by user or by group, and you can choose to export all
the user data (with fingerprint template) or just the 3 fields (GID+UID+UNAME).
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If you choose to export the 3 fields, you can export it to an Excel(.xls) or Text(.txt) file.

FAS Export Wizard ; x|
Select Subtype
Select the fields of user

Fleaze zelect the zubtype vou want to export the users,

1. Al Uzer Data: Al the fields in the table [Uszer].
2. UID+UMAME+GI0: Only the 3 fields (LD UM ame GID) in the table [User).

i Al User Data = UID+UMNAME +GID

< Back I Mest » I Cancel

Please check the user you want to export and click “Next” button.

FAS Export Wizard x|
Select User/Group
Select the individual user/group

Pleaze select the users

| UgerlD | Llzert ame 2|

1304 1304

T 1305 1305

=

1307 1307

™ 1308 1308

™ 1309 1309

[ 1500 1500

[~ 1sm 1501

W 1502 SLYeung

T 1503 1503 =
d I _>I_I

< Back I Mest » I Cancel |

Please click the “Browse” button to input the path and file name to save the data. Then
click the “Next” button.
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FAS Export Wizard x|
File Hame
Input the file name

Pleaze input the file name to zave the data.

< Back I [ewt = Cancel

After the data is exported, please click the “View Log” button to view the log, click the
“Finish” button to close the export wizard.

FAS Export Wizard x|

Completing the wizard

You have succesziully complete the wizard.

@ Wiew Log |

Click Finizh to cloge the wizard.

% Back I Finizh I Eancel

To export the [Session], please follow the same wizard steps. You can export it to an
Excel(.xls) or Text(.txt) file.
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To export the [RALog] and [Session], please follow the same wizard steps.

If the Fin’Lock has been defined and initialized, there is a Key generated in FAS to
communicate with that Fin’Lock. To export the Fin’Lock Definition and the related
Key, please follow the same wizard steps.

5.2 Import

To import the data of Users or Sessions from a file, please press the button “Import”.
With the help of the import wizard, it is an easy job.

Please follow the wizard steps to finish the “Import” task.

Notes:
1. If the UID exists in the FAS, it will be SKIPPED during the importing.
2. If the Session exists in the FAS, it will be ERASED during the importing.
3. If the access log exists in the FAS, it will be SKIPPED during the importing.
4. If the Fin’Lock definition and the Keys exist in the FAS, it will be ERASED

during the importing.
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Section 6. FAS SQL Server ODBC Connection Utility

This utility is used for database administrator to configure the FAS to connect to MS
SQL Server.

(®) FAS SQL Server ODBC Connection Utility =3

This utility is for database administrator to configure the FAS to connect to M5
SQL Server. Incorrect configuration will cause the FAS stop working! Before
=

chanaging the settings, you must manually configure the ODBC properly!

FAS Web Login Admin Password Verification

FAS Password: || Verify

SQL Server authentication mode

o b =

Server: |

Login Mame: |

Password: |

Advanced option

By default, FAS will check the MS SQL server status in local machine.
For a remate server connection, you should disable this chedking,

r

Cancel

By default, the FAS database is installed to the local system with Windows
Authentication Mode, and this utility is not needed to use. But if you want to setup the
FAS database “FASSQL” to other PC, and/or uses SQL Server Authentication mode,
you can use this utility to change the settings for FAS.

1. Install the database “FASSQL” as you needed.
2. Configure the ODBC system source name “FtrFas” accordingly.
3. Run this utility and click “OK” to re-start the FAS services.
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Section 7. Upqgrade

There is not an upgrade option in the setup script, to upgrade from the old version FAS
(version 3.0 or earlier), you need to un-install the old version FAS and then install this
version FAS (version 4.0 or later).

We provided a utility (FASUpgradeWizard.exe) to let you export all the data from the
MS Access database in the old version FAS, and import to the MS SQL server

database in this version FAS.

IMPORTANT: Before you un-install the old version FAS, please run this utility to
export the data.

Please follow the steps to migrate the data.

I FAS Upgrade Wizard

Welcome bo FAS upgrade wizard, Please Follow the steps to backup wour database From
Access database to SOL Server database,

Step 1: Export the database ta files.

Export
Step 2: Un-Install the Access Mersion FAS,
Step 3: Install the SOL Server Yersion FAS,
Step 4 Import the database From Files, Import ‘

® o S,

User’s Guide Page 41 of 43



6.1 Export

Please press the button “Export” to begin to export the data to a file.

FAS Export Wizard X

&

Welcome to FAS Export Wizard

Thiz wizard will guide you through the steps of Exporting
FAE database fo files.

Click Next to continue.

| CF—F s HTiH

Click “Next > to continue.

FAS Export Wizand

File Name
Input the file name to swve databaze.

Please input the file name to zave the databage.

|C\Documents and Settingselveungiby Documentsfas3 4 fdb e

k2@ | [THw-| ®E |

Click the “Browse” ICON button to select the folder and input a file name, then click
“Next > to continue.
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FAS Export Wizard X

Completing the wizard

Wou have suceessiully complete the wizard.

Click Findsh to close the wizaed.

All the data will be saved to the file you just input. Click “Finish” to close the wizard.

6.2 Import

After you un-install the old version FAS and then install the new version FAS, you can
import all the data from the file you just saved in 6.1.

Please press the button “Import” to begin the import wizard. The procedure is the same
as Export.
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